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FoxSec WEB management structure

\. p FoxSec main panel
\\ | / - 'i §| Upto 10 dqor modules and 1.28areas
= \ -7

.
e 4 s

——[W SR

-
FoxSec main panel Up to 62 doors and 240areas

=

MSSQLserver
FoxSec WEB server

P,
o

\

Up to XXXmainpanels
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FoxSec WEB@

# demolLite
............... # F5_Small_Demo

............... Monitorings
............... Video

............... Mes= zages

............... Countries

............... Locations

............... Location reports

Servers

M5 Rccess databases D
(Perso.mdk or Cards._mdb)

S5QL serwver

Server name |1'IITIN

Dataebase nams |FuxSecDbteﬂt

Login |fuksectest

Password |* bl

Rheck connection

Server IPF | -

Service Name |FuxEE|:HEbSEI:vi|:E

A

Click on server J

Add sgl server name ,database
name, sgl login and password.

\

Click on check connat_ion _if
credential are correct it will
show connection successful
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FoxSec WEB

01 Serveri

Hame |S erverl

e s Time zone for server ]
[ Only | serverisuse J/ — ==

1 F5_Small Demo

checked to connect
| with foxsec web

Bedirection

Enabled
Pane=l TDE -222 5 5
Enabled will be
|

Redirect IPN

Bedirect UDP
For e SerV|Ce W Bedirect Access
integration Z-mail Sectings \f
J Send E-m=il O IFdata line is

Subject [FoxSec Measage company internal
From Address | network the portand
SMIP Server | IP must redirect to
SMTE Port 587 \_ gateway

User name | |

Password | |

For HR integration W
HE Integration

J Enabled

Directory path |

TUser name | |

Password | |




FoxSec WEB
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Login ' FoxSec WEBw

C | ® localhost:9191/Account/LogOn?ReturnUrl=%2fHome%&2findex
g

FoxSec

=R - - =
This is the web url for

the foxsec web
application

Enter Username and W
password

ser name: | kasutajal

J

Password:  sssssssss

T 20




rCompany must belong to

building and floors
b

( Department must belong
to company

N

Title must belong to
company

L

Role gives management
rights to user

Time zone gives user
weekday and time access
9 rights
b

Permission must have
time zone

FoxSec WEBG

User must belong to
company and must have
permission

12
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Administration/Role management . FoxSec WEB ST nG [ fegige

FOX S e C::" Button to add new role B S el == | Buildin superadmin (super Admin) |

Administration Time zones Permissions Users Cards Log Location THA

Role Management Titles Buildings Companies Departments, TN My company

Filter to search active

N R . Add |
Fole statusi] Active and deactivated Roles —
Name ﬂ Role 'I'ype Description Buildings
u

jarming user Parnumnt102 > %
Company Manage! CM “oc ParnumMnt102 D x
Director SA owner of company .. Zeusad b %
IDI—-‘. DM Dm of company ... ParnumMnt102, Zeusad P =
Super User A e Parnumnt102 > x

per page ¥ | 5 records foun

Version:

Building shows that

specific role have

specific building
access

Button to Edit
and delete role

Description for the

Role type of the
Role

Name of the

14



FoxSec WEB
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Administration/Role management/Add new role FoxSec WEB

+ Add new role %

Role title |Director \I\r
N\ Description [oyner of the company
Description for Give title for

that role J L the role

Active ¥

Role type: [s4 ® pA U ¢ © DM
Buildings: [ ParnuMnt102
This is for role R
activation
It shows that role is Select role type
active which you want to
assign

Select Building that you
want to give permission

access to the role you are
creating } o | e 16




FoxSec WEB

Administration/Role management/role detail '

Administration Time zones Permissions Users Cards Log Location TRA

| Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Role status: | Active v Add new role

Name Role Type Descriptien Buildings
Arming user u ParnuMnti0z B x
Company Manager CM -oc Parnumnt102 D x
igector owner of company ... Zeusad ) ® I
Dm of company ... Parnumnt102,Zeusad P =
PArnuMnt102 b =

¥ | 5 records found

o Edit button to give
This is the role permission access and
we created delete button to delete
role

17



FoxSec WEBW

Administration/Role management/Menu Access

TABS access

Role title Director

you can select Description  gwner of company Checkboxes to
multiple TAB give the access
Access Active @
Role type: sp @ pga CM DM u
Bulldings: [ | PErnuMnt102

¥ Zeusad

Menu access

ID Menu title Is allowed
1 Administration menu (%]
2 Fime Zones menu o
3 Permissions menu v
4 Users menu ™ ]
5 Cards menu v
6 Log menu o
7 My account menu v

8  Administration -> Role Management menu T4l
9  Administration > Titles menu I
10 Administration <> Companies menu I

11 Administration -> Departments menu 4

12 Administration -> Holldays menu |

13 Administration -> Classifiers menu |
14 Administration -> Card Types menu
15 Administration -

v

Bulldings menu [
16 Administration -> My Company menu |
17 Location

18 T&A ‘ 18
19 Ta&A -» Configuration 722




FoxSec WEB

Administration/Role management/Foxsec Access

# Director »

Foxsec access

name yOU Can Role title | Director ChECkboxes to
select multiple Description | owner of company give the access
values

Active [«
Role type: g @® pa cMm DM u
Buildings: ParnuMnt102
¥ Zeusad
Menu access
ID Service title Is allowed
Full arming own building d

Full arming all buildings

Full disarming own building
Full disarming all buildings
Guard minmal own building
Guard minmal all buildings
Accept own alarms

Accept all alarms own building
Accept all alarms all buildings
Unlock keypads own building
Unlock keypads all buildings
Installer own building

Installer all buildings 19
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FoxSec WEBm

= ESTOMIA
=+ Tallinn
= PArnuMnt102
L CYBESTRA

L coradel

L Test Company




FoxSec WEB
Administration/Title tab Add new title for
the company

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Add new title

Name Company Description

HR CYBESTRA HUMAN RESOURCE MANAGER OF COMAPN)Y ...
SALES MANAGER coradel MANGER OF SALES TEAM ...

TECHMICAL HEAD CYBESTRA HEAD OF IT DEPATMENT ...

Company name . :
- whicﬁ ygu have Description for Edit and delete
Title name to assign title the that title bUttotriltlfgr the

21



Administration/Add new Title '

FoxSec WEB'

22



FoxSec WEB

# Add new title

Title company
Title name

Description

Enter title name

Enter description
for the title

w

coradel

HE

Human resource m danger

Select company
from dropdown

23



FoxSec WEB'

Administration/Building tab '

24



FoxSec WEB

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Active comme

I Tallinn

-} Barnumnti10z

[ ESTONIA ] L Country name

. Location name
#102 Secretary

#103 Guard 103
#104 Room 104
#105 Room 105
#106 Room 106
#107 Server 107
#108 Room 108
#10% Room 109
#110 Room 110
#111 Room 111
#112 Corridor 1+11

Building name

Floors

Rooms

25



FoxSec WEB

ST

eSS

sC1
Communication

Area names
Perimeter areas
Zone names
Input bounds
Input types
--------------- Fone areas
--------------- Zone types
--------------- Zone delays
FZone positions
Cutput positions
Cutput ON times
Schedules
--------------- Autoarming
--------------- Keypads

............... Relay moduls
- Access doors

Online nodes
Automation

............... Spe{:ial programs
--------------- Linked panels

Monitorings
Video

Mess -]

IS0 Letters

Hame |

ESTONIZ|

IS0 Humber 233

Countries. We can
add countries by the
right click and add
country option

After save the
country Country
will added to

. age —_—_country list like this
--------------- 02 RUSSIAN FEDE]
---------------

Country detail

26



{ Add location name

Right click on
location then click
on add location

Zone delays
Zone positions

Select country form
dropdown where
location is exist

-

FoxSec WEB

l
;

Dehradunl

e @l ACCESS dOOrS

Online nodes
Automation
Special programs

Linked panels

Monitorings
Video
Messages
Countries

01 INDIA
02 RUSSIAN FEDERATION
03 ESTONIA

- 02 Location2

{ Select panel from list

_councey

1 F5_Small_Demo

location list

After save location \
it will added to

Add GTM zone value

J

27



FoxSec WEB

............... Area names

I Zeusadl

ST —
Add Building name /

Output posn.lons
Output ON times
Schedules

Add how many floor
that building have

Right click on S Ereecuies
location and click on

add

Monitorings

See Mk After save this
o Smten building and its floor
02 RUSSIAN FEDERATION added to list

~~~~~~~~ 03 ESTONIA

xtions
~ 101 Dehradun
01 Zeusad

: ............... 01 Floor1
SRS 02 Floor2




FoxSec WEB

Floor Name

Select zones
using checkbox

Floorl

Nodes

|

Zones

101 Director 4
102 Secretary 1N\

103 Security roo| q
104 Room 104

106 Manager 105

106 Storage room 106
107 Server 107

108 Room 108

109 Room 109

110 Room 110

111 Room 111

112 Corridor 1+

1 F5_Small_Demo
1 Main entry Contr 211

Gaten Contr.212.1

Select door using
checkbox

Select nodes
using checkbox

Select areas
using checkbox

1 Director 101 PIR
2 Secretary 102 PIR
4 Corridor | first PIR
& Guard Panic

6 Guard 103 PIR

7 Fire Alarm

& Room 104 PIR

9 Room 105 PIR

10 Room 106 PIR

11 Server 107 PIR
12 Room 108 PIR
13 Room 109 PIR
14 Room 110 PIR

15 Room 111 PIR

16 Corridor | GB

29



Search button to search
company with the filters

Tree view
country/location/buildings/companies

Active/deactivated filters
to search Company

Role Manageyg Companies

Departments Holidays types Classifiers My company

g Floor Additional info N\
- ESTONIA //Aﬁ i)
- Tallinn
L PErnuMnt102 Company status: | Active ;/ Add new company
CYBESTRA {Add new company button ’
coradel

coradel

Test Company

7eusadSolution

Companies
names

CYBESTRA

Test Company

Building

name

where company
is located

ParnuMnt102
ParnuMnt102

ParnuMnt102

Pa rnyMnt1 02

v

4 records found

Floors under
the company

Floor2, Floor1
Floor1, Floor2
Floor1, Floor2

oor1, Floor?

development
IT COMPANY

sales

Software develppment

Additional
information
about company

Edit button to
edit details

AVER VAR VARV

30



FoxSec WEB
Administration/Companies Tab/Add new Company




PavlCaec \AIED
roXoec WeEpP

Administration/Companies Tab/Add new Company'

~ Add new company Can add own new
access cards (not the
ompany title ZEUSADSOLUTION Cards from the System)

SOFTWARE DEVELOPMENT COPMANY

Additional info

Can use own cards

Company name

Buildings

Users,Cards,log Tab companies

ParnuMntlicoz v

Additional info about
the company

Select building
from dropdown

We can assign another
buildings and floors

Add floors for the
for the company

company

32



FoxSec WEB

Company title ZEUSADSOLUTION

SOFTWARE DEVELOPMENT COPMANY
Additional info

Can usze own cards

» Add new company ®

Bu“dings Us‘ers'cards.ng Tab Compar‘ies _

-

Select companies from
list for which company
manager of entered
company can see User,
cards and Log tab
details.

3 aukstas

abc

Demo Company1
DOMI

Fr. R. Kreutzwaldi 56
Fr.R . Kreutzwaldi 56
G45

Hardmeier
Hardmeier AD
hardmeier friend
HIT

Imona 1

Imone 2
Keeutzwaldi 62
khk

33



FavbCas \RMIER
roXSeC WED

Administration/Department tab ' Add new
department

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Add new department

i Marketing

_Il Number W Name Manager
1 sales =)
1 Development [
1 .NET Development ==
1 testdp ankita gupta ==
b

n 10 per page ¥ | 5 records foun

Specific department
Numbers company
have

Name of the
department

Edit button to edit
details

Department
manager name

34



FoxSec WEB

Administration/Companies Tab/Add new Department '

35



Select company
To assign
department

EavCor \WER
FoxSec WEB

Add new department

Department

Company ZeusadSolution r .
pany  8@0¢|0 department
Number

have

name

Name  .net development

2 L Numbers company

- select -

J Department a—
¥ || 06.12.2016 - ,06.12.2016
1 /

Department manager.
Manager type must be set
in users role section. User

role must be created in
role management

Manager duration
time

36



Paulae \RIER
rFoxsSec Wep

Administration/Holiday Tab '

Role Management Titles Buildings

Add new holiday

Companies Departments Holidays

Classifiers My company

Holiday date Name Moving holiday
01.01.2011 Mew ‘ear
25.12.2010 Christmas

Holiday date J Holiday Name Moving holiday means

holiday date will different in Edit and delete

every year. by default holiday

is set for the all buildings we

can change buildings by the
edit button

holiday

37



FoxSec WEB'

Administration/Add new Holiday '

38



»# Add new holiday

FoxSec WEB

Holiday title

Holiday date

Holiday date

Holiday Name

39



FoxSec WEB

Administration/Card types tab .

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Name Description Insert new card  pp
code

Barcode

Fingerprint v

Iris recognition v

Licence plate vehicle registretion number v

Magnetic card v

Mobile ID barrier/gates

PIN pin code

Proxy card simﬁ)\le card v v

Insert as card

Description for long code

the card

Insert as card

Card name code and serial

40




FoxSec WEB
Administration/Classifiers (Settings) tab '

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

o ~ Add new classifier
[ Add new classifiers
Name Description

Card activation reasons reasons to activate card

Card deactivation reasons
Company activation reasons

Company deactivation reasons| reason to deactivate company

A VAR VR VAR VA V.
X X X x %

User activation reasons

User deactivation reasons

;

Classifiers name Description for Edit and delete

the classifiers classifiers 41




FoxSec WEBW

Administration/Add Classifiers '

+ Add new classifier

Mame |card deactivation reason

Comments | raason for the decativation card

Add Comments for
Classifiers

Back to classifiers list

Classifiers name

42



Value for the classifier ' FoxSec WEB

[Classifier values

Valus - % By default values
Company has left the building

=
Other =
Unpaid bills =

Add new classifier value

Value | card lost

Add new value
button

{ Add new value

J

Back to classifier

43



Time Zone tab

Administration Time zones Permissions Users Cards Log Location THA

Name: Start time: % | - i h New time zone
Fi ttgrs tosearc Add new time zone
Allow 1 IME Zone Allo Active

Mo Tu We Th Fr Sa Su Mo TuWe Th Fr Sa Su Current time zone IS o TuweTh Fr Sa Su

1. Defoult Time Zone GG GGRTRG R not added to any GRGRGHT =
07:50 - 20:10 07:350 - 20:10 group I/’._-aﬂ"
Mo Tu We Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su

E.I-F'.c:rning Shift ¥ o ¥ ¥ | | | (¥ (& & #| o ¥ ¥ & ¥ o ¥ ¥ | P D
07:50 - 18:00 07:50 |- 18:00 07:50 - 18:00 07:50 - 18:00
Mo Tu We Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su

3.EVEI"IiI"Ig Shift Ld CARC RTINS CANCARU RTINS LARC AR IRU I D
13:50 - 23:00 13:50 - 23:00 13:50 - 23:00 13:50 - 23:00
Mo Tu We Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su

ANigI‘rSI‘n’f' LAt AR AT | | (o] (] [ | | (] (] (e LAt AR AT v
21:50 |- 07:00 21:50 |-|07:00 21:50 |- 07:00 21:50 |- 07:00 —

Days and time for : _
the time zone Current time zone is

active in group

Time zone name Edit Buttons to edit

Time zone name A4




Time Zone /Add new time zone ' FoxSec WEB

# Add new time zone

Name |My time zone
Add new time zone
name

Save Cancel

45



Permission tab '

Administration Time zones Permissions Users Cards Log Location THA

~

e - Select permission group - ¥ Create new
Mo group selected... SEIECt perm|SS|0n
Time zone name: Sta
group
}-
+- ESTOMIA
+ INDIA

Add new .
permission Search time zone

using filters

46



FoxSee WEBW On click of user it will show the user
name who have this permission group.

Permission tab/detail of selected permission group If this permission group is nit assign to
anyone it will show no user

Add new time zone

b

Administration Time zones Permissions
Permission and :
permission ( 24/7 .
SEVERE L tlme Zonhe name Time zone name: Start time: “
~ -
% ESTONIA ATlow 1 Allow 2 Allow 3 Allow 4
& Tallinn Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su
- PAarnumnt102 ¥ 24/7H vV VIV VIV vV VY
4 Floor1 00:00 - 23:59 00:00 - 23:59 23:00 - 01:00 23:00 - 01:00

#101 Director 101 _v!
¢ A /DA #(D v DD

#102 Secretary 102 QMA - allowed to arm area
DA - set and allow as default arming area

D -allowed to disarm area _
DD - set and allow as default disarming

area

#103 Guard 103
#104 Room 104
#105 Room 105
#106 Room 106

#107 Server 107

#108 Room 108 Access for the selected T Bl Search time zone
#109 Room 109 permission for the selected Using filters
#110 Room 110 group(floors,doors,Areas)

et permission group

#112 Corridor 1+11 | | 47




FoxSec WEBw

Permission tab-
On click of users button

Administration Time zones Permissions Users Cards Log Location

Permission group that is assigned

e i o 7]

Save changes Time zone name: Start time: “

Pdarnu mnt. 102-5.Grupp 5 All Doors ( 24/7 H)

~
=- ESTONIA

i=- Tallinn
~- Parnu mnt. 102

e Parnu mnt. 102-5.Grupp 5 All Doors

L #1 Terminall i«

Last Name First Name Company Department Role
~ #2 Terminal2 v| Anne Lii Hardmeier HOOLDUS
igashev Jelena Hardmeier Programeerimine
"~ #3 Terminal3 v Gainutdinov Ravil Hardmeier Tootmine
Igashev Andres Hardmeier PAIGALDUS
Floor2 Karpenko Ruslan Hardmeier Programeerimine
Knyzev Ruslan Hardmeier PAIGALDUS
Koristaja Tarvi Hardmeier PAIGALDUS
Krivitski Nikolay Hardmeier PAIGALDUS
bmonteeria Leoniid Hardmeier Tootmine
Niitsoo Genri Hardmeier PAIGALDUS
Palamarchuk Andrei Hardmeier PAIGALDUS
Saak Raigo Hardmeier PAIGALDUS
o Sarglep Siim Hardmeier Programeerimine
LISt Of user for SEIECtEd Sarkisjan David Hardmeier Tootmine
- . Sekretar Kristina Hardmeier Tootmine
pel’mISSIon group Sekretar Monika Hardmeier Programeerimine
S0t Kristelle Hardmeier Tootmine
Soot ilimar Hardmeier Programeerimine
Dekterjova Irina Hardmeier
Ténu Matlik Hardmeier HOOLDUS 48
testcard testcard139 Test Cards Company
| tostoacd testcacdizt Test Cards Company




FoxSec WEB

Permission/Create new permission




¥y

FoxSec WEB

# Add new permission group

Name: | Permission

/

Copy data from: |- Select permission group - ¥

-

if you want to assign permission group
that already created you have to select value from
dropdown and it will assign to you permission

Group that you are creating. If you not want to assign

new permission than don’t select value fromit.

\

J

Save Cancel

N

Permission Name

50



FoxSec WEB

Permission/Create new permission/assign time zone and access permission

Time zones

Administration

Permissions

Users Cards

Permission Name

e Zone name:

- Select permission group - ¥

Start time:

-~ Allow 1 Allow 2 Allow 3 Allow 4
= ESTOMIA
= Tallinn Mo Tu'We Th Fr 5a Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr 5a Su Mo TuWeTh Fr Sa Su
& PArnUMNt102 Defoult Time Zone Y Y Y W Y RV Y R A
07:50 - 20:10 07:50 - 20:10 07:50 - 20:10 07:50 - 20:10
2- Floor1
L #1041 Director 101 w Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuwWeTh Fr Sa Su Mo TuweTh Fr Sa Su
L «#| Morning Shift IV N Y SV WV GV N Y SV
#102 Secretary 102 v 07:50 - 18:00 07:50 - 18:00 ORGS0 - 18:00 07:50 - 18:00
L
#103 Guard 103 v Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWe 3 Su Mo TuWeTh Fr Sa Su
L #104 Room 104 ¢ Evening shift v VS ARV v, WV v
13:50 - 23:00 13:50 - 23:00 13:50 -2 13:50 - 23:00
L #105 Room 105
L Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Mo TuWeTh Fr Sa Su
#106 Room 106 WA W N . WA W N
L #107 Server 107 21:50 - 07:00 21:50 - 07:00 21:50 - 07:00 21:50 - 07:00
L #108 Room 108 Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuweTh Fr & Selected time zone
W N N R R R ARV RV v AV A
= #109 Room 109 00:00 - 23:59 00:00 - 23:59 23:00 - 01:00 from the list
L #110 Room 110 07:50 SeIECt access u Mo TuWeTh Fr Sa Su Mo TuwWeTh Fr Sa oo T TO Ve TIT TT oa OO
L #111 R 11 ( Y R W Y Y Y R R
oom wrwress|  PEFMISSION ﬂOOfS,d 07:50 - 20:00 07:50 - 20:00 07:50 - 20:00
L | #112 corridor 1+11 oors,Areas)
Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su

51



FoxSec WEB

Permission/Create new permission/edit permission '

52



Administration Time zones Permissions Permission Name

MY PERMISSION ( Morning Shift )
Time zone name: Start time:

f ESTONIA Allow 1 Allow 2 Allow 3 Allow 4
+- Tallinn Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr
#- Parnumnt102 ¢/ Morning Shift VYV VARV VARV RS VRV RV VS ARV RV VS
+- Floor1 07:50 - 18:00 07:50 - 18:00 07:50 - 18:00 07:50 -
#101 Director 101 v
Gl s Search time zone
#102 Secretary 102 v using filters
/A D4 ¢ D DD
A - allowed to arm area
#103 Guard 103 v .
[Fawmvovm 2 DA - set and allow as default arming area
R TG D -allowed to disarm area _
NS e DD - set and allow as default disarming Time zone that we have
#105 Room 105 area .we can also change it assigned. We can change it we
#106 Room 106 have to click on search button
and select time zone for change

. . the time zone
Building/floors/rooms permission _ .
we can also change it using
checkboxes 53




Add new user

Filters tosearch
user

User Tab '

Administration

HR
button

Time zones Permissions

1 ESTOMIA
= Tallinn
- ParnuMnt102
-+ CYBESTRA
Floor Floor1
Floor Floor2
- coradel
Floor Floor2
Floor Floor1
- Test Company
Floor Floor1
Floor Floor2
- ZeusadSolution
Floor Floor1

Floor Floor2

Company

Comments

Search user using

—_ Status active/deactivated

Add new user

Name Card No
SER + DH: =
Card code:
|
|.lse-r status: | Active ™
A ankita gupta
A Buildin Superadmin 255+65534
A FOX SEC
A Fox Sec
A Fox1 Secl 000+00000
A MITIN RAWAT
A test test

You can search
user by
country/location
/building and
company by click
of them

User status
Active/deactivated

per page

YT ek

CYBESTRA

ZeusadSolution

ZeusadSolution

ZeusadSolution

CYBESTRA

User card
number

08

testdp

Company
Name

DM

Super Admin

Department
name for
user

Role type




FoxSec WEBW

User Tab/HR button '

Import users

Lervasr

55



FoxSec WEB

User Tab/Add new user

( personal data/ personal).




FoxSec WEB




LAIFD

=y

LM asm \AS - @,
rFOX>eC YWwep

User Tab/Add new user/personal data/personal '

Select company for user }

Personal

Password will generate
using generate button

|

/
——L Upload user photo

Enter first Company ZeusadSolution

name of user .
First name fox

Enter last ast name sec oto

name of user
ser name fox.sec
c 4

US-eI'i name Password | 1beg3gRjoQ Enter email

will auto User ID of user
generate you
can edit this Email |test@abc.com -

S

User ID for using
internally

User ID for using

Personal code

User ID - NOT ) Personal code

optional

10.12.1989 | (dd.mm.yyyy) ﬁ

IN USE at the Birthday external soft nr
moment
PIN 1: 3812 2: | 3812
Language Estonian A

elect country for
user

J

Ic

User PIN code for
security system

J

58

User PIN code for

access system
(card+PIN entry)




FoxSec

User Tab/Add new user/personal data/user role




Personal User roles Contact T&A Other

Card alarm to Email # Services for

E-service allowed ¥ : the user
Is Visitor ¥

ID Role title Validation period Is allowed

1 Armmin 8 User

2 Company Manager

3 Director 07.12.2016 < | 31.12.2018 L4
4 D.'l'i.l
5  Super User +B

Save

Validation
period of
selected role

Validation period
section

Checkboxes
to select role

60

Roles title




FoxSec WEB

User Tab/Add new user/personal data/contact '

61
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FoxSec WEB

l Fersonal data Cards User permission

Personal User roles Contact

Estonia

Residence

Phone(s) +45-7581

Address of the
user

Save

Contact number of
the user
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FoxSec WEB

User Tab/Add new user/personal data/T&A(time and attendance)




FoxSec WEB

[ Personal data Cards User permission

Select building
and floor where
user works

Personal User roles Contact

Building Floor

pernuiintioz - Floort  ~ Add department for user J .
m /[ Select title for
user
Title | TECHNICAL HEAD ¥ _

Time Contract nr

attendance is

Permit of work (end) 31.12.2016
enabled for TBA B Time attendance
Lty validation period
Table nr | 1245

Contrast nr in case of any
contract with the

Table nr for accounin company.
\L purposes J Enter contract name and
its validity
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FoxSec WEB

T&A(time and attendance)-how to add department '

T —— Add new department button
you can add more
N departments by this

Add new departments

Department Validation Manager
L .MET Development ¥ ||07.12.2016 - | 07.12.2016

department validity

: Delete
Enable Department name and its J department
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FoxSec WEBw

User Tab/Add new user/personal data/other tab

Personal User roles Contact THA

Comments

additional information

about user it will help

to search user later on
user tab

Coffee cups

Permission call puests [ |

permission to user that amount of coffee
user can call guest cups in special case
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FoxSec WEB

User Tab/Add new user/card tab/add new card'
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FoxSec WEB

# New user card

Card Type: Proxy card

_
Card serial nr and card nr \SER+DK: 135 | + | 25463

-

(0-255)+(0-65535) J

Select building for
card access permission

Insert new card
code:

Building: PirnuMnt102 v

Valid from: 07.12.2016

Valid te: 07.12.2018

®

Select card type from
dropdown

Insert as card value
(special case)

for card

Enter validity period J
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FoxSec WEBU

User Tab/Add new user/card tab/deactivate card '

User cards

Active v Deactivate card
Card Type Insert new card code Walidation
[+ Proxy card 144+45828 07.12.2016 - 07.12.2018 A b
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FoxSec WEB

User Tab/Add new user/card tab/deactivate card '

» Cards deactivating

{ S€|6Ct reason to W Reason: | stolen card v

deactivate card /
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FoxSec WEB

User Tab/Add new user/card tab/deactivate card '

Dropdown value for
deactivated card for

User cards

Deactivated v the user Add new card
Card Type Insert new card code Validation Status
Proxy card 145+45828 01.12.2016 - 01.12.2018 D p
Fingerprint 185+35845 01.12.2016 - 01.12.2018 M) b
Proxy card 144+45828 07.12.2016 - 07.12.2018 D p
Card status
Card type Card number Deactivated Edit Card

Card validity

D
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FoxSec WEBw

User Tab/Add new user/User Permission tab '
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FoxSec WEB

By default there is no
permission group for
the user

Personal data || Cards Save permissions

Current user permission group name: - ROR& -
N\ MY PERMISSION

J/ Time zone name:

Allow 2

Select permission
from dropdown

Allow 1

Mo TuWe Th Fr Sa Su
W W
07:50 - 18:00

Mo TuWeTh Fr Sa Su
W
07:50 - 18:00

# Morning Shift

|

Time zone detail for
selected permission group

Add another
permission group

Clear another
permission group
that is added

Apply changes

Start time:

Allow 3 Allow 4

Mo TuWe Th Fr Sa Su
W W
07:50 - 18:00

MoTuWe Th Fr Sa Su
W W
07:50 - 18:00

z0ne

Clear Added

Search time
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FoxSec WEBJ

User Tab/Add new user/User Permission tab

permission group name
with time zone

Personal data Cards User permission
=

Add another permission
group to the user
Current user permission group name: MY PERMISSION ( Morning Shift )

- Select permission group - ¥ Apply changes Clear Added

El:l— ESTONIA Time zone name: Start time: m
- Tallinn
L PArnuMnt102 Allow 1 Allow 2 Allow 3 Allow 4
= Floort MoTuWeTh Fr Sa Su Mo TuWe Th Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su
L #101 Director 101 # | Morning Shift o o o« + IRV SV S v Y Y A A A R Y R
o A || DA o D || DD 07:50 - 18:00 07:50 - 18:00 07:50 - 18:00 07:50 - 18:00
L#102 Secretary 102 fJ//f . Securlty armlng’ .
(GGG disarming, default arming,
L #103 Guard 103 v default disarming
| A || DA |##| D |« DD
L #104 Room 104 v ildi :
uangs oorsdoors | [ Jome zove detil o
P aSS|gned permission group

L #105 Room 105
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FoxSec WEBQ

FoxSec web as a Company manger login




w

= & . 1A ‘;‘.-:*- )
FoxSec WEB

Role management tab for CM login ' CM is arole type in role management '

Adrministration Time zones Permissions Users Cards Log Location

| Role Management Titles Buildings Companies Departments Holidays Card types Classifiers My company

Role status: | Active v Add new role

Name Role Type Description Buildings
cm2 M Parnu mnt. 102 =
n n 10 per page ¥ | 1 records found

~

CM can only see its own role . CM
have no permission to see other roles
like SA,BA

- /
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w

Add I’O|e fOI’ CM ' ?'&“‘Q\»‘:"L 5-»',1”:??"‘
VLTSS S S S S S S S S S S S S S S S S S S

‘ Role title ‘

Description

Active |«
Role type: | ¢ DM u®

Buildings: Parnu mnt. 102

CM can add only those role which have
equal and less permission access.




Add Title for CM '

+ Add new title »®

Title company | Hardmeier v

Hardmeier

Title name

Description

CM can add title for only for itsown
company. CM will get only its own
company in dropdown
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3

Permission tab for CM FoxSec WEI

Administration Time zones Permissions Users Cards Log Location

Parnu mnt. 102-2.Grupp 2x ¥
Start time: “

Parnu mnt. 102-2.Grupp 2xx ( Defoult Time

Zone )

~
i~ ESTONIA Allow 1 Allow 3 Allow 4
= Tallinn : . .
= Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su Mo TuWeTh Fr Sa Su
= Pamu mnt, 102 7| Defoult Time Zone N R 4 VYV vy VI
=~ Floor1 11:50 - 20:10 07:50 - 20:10 07:50 - 20:10

#1 Terminall «

#2 Terminal2z v«

#3 Terminal3 v«

CM will get only his permission group
which he have assigned.
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User tab for CM

Administration Time zones Permissions Log Location
Name Card No Comments Department Validation
+- ESTONIA SER + DK: z - select - v asiy
Card code:
User status: | Active v
o
A abc ramola =3
A Andrei Palamarchuk 001+10023 PAIGALDUS =
A Andres Igashev 001+10011 PAIGALDUS s
A David Sarkisjan 001+10021 Tootmine [~
A Genri Niitsoo 067+2B675 PAIGALDUS D
A Illimar o6t 001+10020 Programeerimine =
A Irina Dekterjova 001+10016 s
A Jelena Igashev 001+10032 Programeerimine E,D
A Kristelle 566t 001+10031 Tootmine =3
A Kristina Sekretar 001+10028 Tootmine ED

CM can see only the user of its own

company
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Add user tab for CM FoxSec WEB

Company | Hardmeier

First name

Last name Upload foto
User name

Fassword

User ID

Email

CM can add user only for its own

Personal code

company
Ext. Personal code
Birthday (dd. mm.yyyy)
PIN 1: PIN 2:
Language - select - v

Generate Password Generate PIN
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FoxSec WEB

Cards tab '

Activated cards/deactivated cards/free cards.

82



Card status(activated/deactivated/free FoxSec WEB
card) { Filters to search card

Edit card
details

Time zones Permissions

Users

Insert new card code Building Company Deactivation Date
Ca s Reason Card Type SER+DK: -~ &
¥ t- v - select - v - select - v
Code:
a
A Proxy card 000+00000 Fox1 Secl Parnuint102 = 30.11.2018 F
F Proxy card 144+45828 = PArnuMnt10z ZeusadSolution 07.12.2018 >
D Broken card Proxy card 145+45828 FOX SEC ParnuMnt102 ZeusadSolution 01.12.2018 =
A Proxy card 158+35682 Fox Sec PArnuMnt10z ZeusadSolution 07.12.2018 [~
D stolen card Fingerprint 185+35845 FOX SEC PArnubnt102 ZeusadSolution 01.12.2018 =
A Proxy card 255+65534 Buildin Superadmin Parnutnti102 N r\] 3.07.2999 [~
n 1/1 10 per page v// & records/ [ind

Card Expiry
date

Building name

where card have
access

permissions

Card ac_;tiva_ttion
deactivation
reason

Name of the
card holder

Company
name for the
user and card

Card Numbers
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FoxSec WEB

Cards tab/deactivate activated card '

# Deactivating cards

Select reason to
deactivate card
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FoxSec WEB

Cards tab/Activate deactivated card '

¢ MActivating cards

Reascn card is found v

Select reason to
activate card
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FoxSec WEB

Cards tab/add to free card to deactivated card '

+ Back to free cards?

Are you sure?

Add to free cards

Click on this button
to add to free card
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FoxSec WEB

Cards tab/add deactivated card to new user '
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select card tab if
you want to change

SER+DK:

Insert new card code:

Valid from:

Insert new card P
code optional field '
Company:

Building:

Select company Pl b=
from dropdown Last name:

Perzonal code:

Enter personal code

ard Type:

Proxy card v
14 | + 45828 Enter new ser+dk
L code

01.12.2016 Enter card validity if

you want to change
01.12.2018
coradel v
ParnuMntioz v  // Select bUIIdlng

L from dropdown

Fox
Sec

Enter user first
name and last name
of user

Save Cancel

38



FoxSec WEB

Cards tab/ move free card '

# Moving cards

Select compan coradel v
1
move card
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FoxSec WEB

Cards tab/ delete card '

# Deleting cards

Are you sure?

Press delete button
to delete card
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Cards tab/add free card to new user '
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select card tab if
you want to change

SER+DK:

Insert new card code:

Valid from:

Insert new card P
code optional field '
Company:

Building:

Select company Pl b=
from dropdown Last name:

Perzonal code:

Enter personal code

ard Type:

Proxy card v
14 | + 45828 Enter new ser+dk
L code

01.12.2016 Enter card validity if

you want to change
01.12.2018
coradel v
ParnuMntioz v  // Select bUIIdlng

L from dropdown

Fox
Sec

Enter user first
name and last name
of user

Save Cancel
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FoxSec WEB

Log Tab '
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Any keyword -you want to search log
detail with that Like

Custom filter

i i Search
(building,username,compant,activity) according full that you want

or default log

to create

Time zones Permissions Users Cards
SiArch: Show FULL log Mame :
®  Show DEFAULT log Filter : - select - v Save filter Delete filter
Date Building Node Company User Activity

From | 08.12.2016 08:33 - select - v a8
To 09.12.2016 00:00
00 -
08.12.2016 - 09:18:32 Parnu mnt. 102| |Terminal3 Hardmeier Illimar Saot started: Atwork 09:18 =
08.12.2016 - 08:51:21 Parnu mnt. 102] [Terminal3 Hardmeier Andres Igashev started: AtWork 08:51 =
08.12.2016 - 0B:51:19 Parnu mnt. 102| |Terminal3 Hardmeier Jelena Igashev started: AtWork 08:51 ]
08.12.2016 - 0B:46:49 Parnu mnt. 102| |Terminal2 Hardmeier Irina Dekterjova started: AtWork 08:46 ]
08.13.2016 - 0B:46:42 Parnu mnt. 102] |Terminal2 Hardmeie Ruslan Knyzev started: AtWork 08:46

n 1/1 n 50 per page 5 records foun

Display full
and short log

User name Activity detail

From date to Building
To date name node Company name




From
To

01.08.2017 16:36
31.08.2017 00:00

Live Video




FoxSec WEBQ

Location tab '
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Administration Time zones

Permissions

Users

Cards

Eauaes \AMEER
FOXSeCc WeEp

This the question to search
specific record. this question
means who at work at that
company from to date .this
will work as a query to search

~

record

Date Company Report
From  06.12.2016 14:03 Hardmeier v | Who at work Place v Filters to Search record
To 08.12.2016 00:00
4]
07.12.2016 - 09:16:02 Pdrnu mnt. 102 Terminal3 Hardmeier Illimar Sadt repeated: AtWork 09:16
07.12.2016 - 08:57:49 Parnu mnt. 102 Terminal3 Hardmeier Jelena Igashev started: AtWork 08:57
07.12.2016 - 08:42:10 Fdrnu mnt. 102 Terminal2 Hardmeier Ruslan Knyzev started: AtWork 08:42
07.12.2016 - 08:37:53 Parnu mnt. 102 Terminal2 Hardmeier Leoniid monteeria started: AtWork 08:37

n 1/1 u 5000 per page Y| 6 recor

Details of the users

according to the query

Display full/short log

97



01,08,2017 17:51 Who at work Place

31.08.2017 00:00

07 - 16:57:1
29.08.2017- 164825

a 5000 per page ¥ | 3 records found

" @ Not Corrected Algorithm

repeated; AtWork 16:57
repeated: AtWark 16:48

Live Video Link

Photo Link
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Location- foxsec conf application to add questions-




FoxSec WEB

Location- foxsec conf application to add questions-




FoxSec

WEB

Location- foxsec conf application to add questions- '

Configuration
SCI
Communication

Area names
Perimeter areas
Zone names
-4 Input bounds
Input types
Zone areas
Zone types
Zone delays
Zone positions
Output positions
Output ON times

Just right click on
location report an
click on add.

Location reports
01 Report1

02 Who at work Place?

~

02 Who at work Place?

s

Report Name |

Who at werk Place?

Include denied accesses

O

Locaticns

| |2 Location2

Buildings
W11 Zeusad

Floors

111 2Floor2

|1 Gsaten Contr.212.1
1 Main entry Contr 211

Unused cbjects

e Add query name as a

question here. Select

location building and
floors

doors that are for
entering into rooms

/

doors that does not
make difference in
rooms

Doors -leaving from
location.

Insert

Direction IN

Insert

Directicn IN Or OUT

4

Insert

Direction OUT
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FoxSec WEB

Administration Time zones Permissions Users Cards Log Location

Date Company Department Filters to SearCh
From 01.12.2016 - select - Y - select - ¥ 12:59 v reports
To 08.12.2016 J

Name Description
T&A building objects coming and leaving from work =
Month report View,edit, print P
coming and leaving from work Start and end of work ~
Details report Details about TA reports D
Export Export to .pdf and .xsl file =

Type of reports of user Display reports

with description

103



After clicking Display Report in T&A tab

# Details report

Enter text to search...

User Mame Short By Date Total Comment Entry Camera Exit Camera
Uszer: Andres lgashev (Total hours = 171:23)

User: lllimar 5adt (Total hours = 147:13)

Illimar S6at Wednesday 11/1/2017 7:05 7:05 Only Exit

Illimar 5466t Thursday 11/2/2017 08:50 | 08:50 Only Entry

Illimar Sa&t Friday 11/3/2017 09:10 | 17:05 07:55 | Ok

Illimar 5466t Monday 11/9/2017 09:53 | 09:53 Only Entry

Illimar 566t Tuesday 11/7/2017 09:22 | 20:40 11:17 | Ok

Entry camera

Exit camera
mera 1,camer
Came a2 EENLELE Camera 1,camera 2
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1. T&A buildingobjects '

Enter text to search...

Object Mumber

FoxSec WEB

Search building object J

Search

Description Select

Terminal1 W
Terminal2

Terminal3

Door number and its
description

using checkbox

{We can change objects

Save and cancel
changes

J
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FoxSec WEBw

2. Month report '

Hours ReportDate Quarter
December, 2016|December,
Last Mame 1 HEE B 7 J2016 Total

Illimar Soot8:32]08:13J08:00 08: 33:34|
elena leashevp&:0308: 18Joa:03)08:00j07:59 | 40:24]

User per day workin
Users name P hour{: _ J Grand total of working

hours
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FoxSec WEB

2. Month report/Edit repot '

( Edit existing record
using click on

\ & Details about TA reports i
Add new record details
record button New Name Date Hours

lete Andres Igashev 12/1/2016 08:00:040 %8 |
Delete

Glhs Save changes Cancel changes
existing

record

107



FoxSec WEBm

3. coming and leaving from work

ReportDate Quarter

December, 2014

1 2 5 & 7 g
In JOut] In JOut] In JOut] In |Out] In | Out] In | Out
Andres Igashev08:5116:54)08:52|117: 11)08:52|16:55|08: 56{16: 55|08: 57|16:55|08:51{08:51
Illimar S66409:01{17:33|08:55(17:08]09:01(17:01)09: 15)09: 15109:16(18: 04}
Irina Dekterjovald9:03/16:43)08: 47/16: 24J08: 48]16: 44J08: 47)16: 44J08: 501 6: 45J08: 4608 46§
Jelena lgasheviB:51|16:55[08:52(17:11J08:52[16:55[08:56[16:56)08:57]16:56/08:51{08:51)

Leoniid monteeriaj08:27|08:27|08: 33(16: 48)08: 35(16:55] 08: 37[16:50)
Raigo Saakj08:57|16:54J08:51[16:52 08:5308:53
Ruslan Knyzev8:40{16:5 129 e 08:42[16:45

Users name . .
Daily in and out time

from work of user
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FoxSec WEB

4. Details report '

Enter text to search... Search

User Mame Total Comment
= User: Andres Igashev (Total hours = 32:18)
= User: Illimar S&&t (Total hours = 33:34)

= User: Irina Dekterjova (Total hours = 39:04)
& User: Jelena lgashev (Total hours = 40:24)

& User: Leoniid monteeria (Total hours = 24:52)

(& User: Raigo Saak (Total hours = 15:57) We can SearCh user

& User: Ruslan Knyzev (Total hours = 32:23)

Total hours of all the
user total working
hours

Users name with the
total working hours

Total houls = 218:36
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5. Export FoxSec WEB

T [ user detail. we can select user by
L= Format Export checkbox
Detail Report ¥ | .XLS ¥
Enter text to search... Search
Userld Last name First name Company Department

' 3 | lgashev Jelena Hardmeier Programeerimine
' 6 | Karpenko Ruslan Hardmeier Programeerimine
14 | Sarglep Ain Hardmeier Programeerimine

15 | Sarglep Siim Hardmeier Programeerimine

18 | Sekretar Monika Hardmeier Programeerimine

Ilirmar Hardmeier Programeerimine

\We can select user whose
report we want to export 110













1. Live Video-Processto Add server

|SH 20 = X

HM_TA_demopult0s2
oo Panelt Server Name | FOXSECDEMC] % Server Name ]
Configuration
Type — Rank ]
v i1 Access terminals IP address |192. 168. 0. 45|
Panel 2 _ _ — 5000 [ PortNumber |
Panel 3 Right Click on — | T
o Paneld Video and Add
-4 FS_Small_Demo New Server or click | | | 6661401)
# on + lcon A
Monitorings
Video
w4 FOXSECDEMO
2 Axxon server 2
3 Serverd
Serverd
£ Saruers Servers J Serve(
Messages | Credential

114



1. How to AddVideo




le Men

1. Process Adding Camera from FoxSecCon

Er I R

HM_TA_demopult082

(NN N .

Panel 1
Configuration

# Access terminals
Panel 2
Panel 3
Panel &
FS_Small_Demo

Monitorings
Video
01 FOXSECDEMO

Or Can Add new Video
server/Camera click on
This Icon

e ¥
02 (4) Not exist

03 (6) 4. Tootmine Exit
04 (7) 5.Tootmine Valis
05 (9) Kontor Valis

06 (11) Camerat1

07 (12) Camerat2

08 (13) Camerail3

09 (14) newtotest

40 (15) Camera1b

il —
02 Axxon server 2
03 Server3
01 (3) Camera3
02 (5) Cameras
04 Serverd
05 Servers
Messages
Countries

Locations
Location reports
Servers

cameras

Cameraz Name

Camerxas

Plavback

Resoliution X

Resolucion ¥ 430
Live run isek.) 30)

Plavyback run

[
URL [
|
|

Plavyback sconex | LDI ssc
Enable Live

v
CTontrols
Videosexrver port [—:r,'-'é‘;T

Servers

Zones

Keypads

7 Director 101 PIR2

48 Secretary 102 PIR2
49 Entry DC2

50 Cornidor | first Pi2
51 Guard Panic2

52 Guard 103 PIR2

53 Fire Alarm2

54 Room 104 PIR2

55 Room 105 PIR2

56 Room 106 PIR2

57 Server 107 PIR2
58 Room 108 PIR2

59 Room 109 PIR2

60 Room 110 PIR2

61 Room 111 PIR2

62 Corridor 1 GB2

Boors=
2 Terminal2
3 Terminall
4 Gaten Contr.212.1
5 Door4ForTest
6 Main entry Contr 211
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1. How to Add Video

Canmza Nanm wissHh \[ Name Of Camera J
;lr,'bn:'h

1
Beasolunion X €40

Resclution ¥ 1

Resolution of
L Video(quality)

Live rrun (sek.)

Playbsak wrun 10 mem
Flayback sooner i “"\L Name Of Camera J
Erable Live

&

Controls

Videosscsvar porce

Set Live Video
Run time

Video Starts from
10 sec. before

Video Server Port
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1. Live Video Ep Sec\/\/EB®
How to Access Video From Web X

Administration Time zones Permissions Users Cards Log Location Live Video

Camera Name

lentry

I

CameraOldPhone - -
Camera3 Live Cameras Links
Not exist

Camerah

4, Tootmine Exit
5. Tootmine Valis
Camera8

Kontor Valis

Cameras Cameral0

viWviV vV vV VvV

u 1/2 u 10 perpage ¥ | 14 records found I I 8




T&A Live Video

Administration || Time zones || Permissions || Users || Cards || Log || Location

o Live Stream
Camera Name

12-22-2017 11:44:00

lentry

CameraOtdPhone1
Camera3

Not exist
Camerah

4, Tootmine Exit
5. Tootmine Vilis
Cameras

Kontor Valis

Cameral0 |

Live Video




Process Live Video FoxSec WEB




Video Company-Camera Assigning processto \a FoxSec WEB
a Company




Camera Assigning process to a Company

FEMIRGENOIN | Time zones || Permissions || Users || Cards | Log | location || TRA || Live Video

Role Management | Titles || Buildings | Companies || Departments || Holidays | Cardtypes | Classifiers |ERUGEEEUERN

- ESTONIA COMPANY NAME- ZEUSADSOLUTIONS
- Talsz:nu mnt. 102 SR eined._ =
Hardmeier
1
MinuFirmal . =
o7 signed 4, Tootmine Exit [
sesadsolutions signed 5. Tootmine Valis =
ZEUSADSOLUTIONS signed Camera8 ‘;
abc signed Cameral0 »
z
Imoné 1 n 10 per page V| 4 records found LISt Of Camera
Imone2 Which is Assigned
o Four Camera Camera status this company
D&“I Assigned to this Assigned
Il

Company
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| Created a User assigned a role Manager to him and User Company is
ZEUSADSOLUTIONS.Super Admin assigned to 4 camerato this company. When Manager will log in he will find four
camerain Live Video tab

e i b & arun sati (Company Manager1 @

1

Live Video

Camera Name

_an
4. Tootmine Exit v
5.Tootmine Valis v
Camera8 V
Camera10 v

v

.
BB :: 80 >

4 records found

This is a User and His role is
Company Manager .Four

Four Camera Camera is Set Assigned along
Assigned to this his Company
Company

—123



{ Video Company h

Administration Time zones Permissions Users Cards Log Location TEA Live Video

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers Video-Comapny

- ESTONIA [+ 1]

= Tallinn lentry V
- Ramumot; 103 CameraOldPhong!l ™

Test Cards Company -
MinuFirmat Cameral P
- zeusadsolutions Not exist V
ZEUSADSOLUTIONS Camerad P
= 4, Tootmine Exit P
onacas 5. Tootmine Valis y

DOMI .

G v Live Camera Links
Kontar Valis V
Camerall ™
 1/2 - 10 per pag
Company co N

Cameras
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Camera Assigned To Company

Administration Time zones Permissions Users Cards Log Location TRA Live Video

Role Management Titles Buildings Companies Departments Holidays Card types Classifiers Video-Comapny

COMPANY NAME- ZEUSADSOLUTIONS -
SEn //’/’f Camera Assigned To

C | Assi
= Parnu mnt. 102 amers: Assigned ¥ L Company
Hardmeier
[+ ] 1)

MinuFirmal

PTTS Assigned 4. Tootmine Exit b
TerAb Assigned 5. Tootmine Valis =
ZEUSADSOLUTIONS Assigned Camera8 s
z Assigned Kontor Valis =
Imane 1 Aszigned Camerall i‘>
Imone 2 Assigned ManualEntry 5
3 aukstas —
Dol Aszigned Camerall e

Assigned Cameral2 53

Assigned Camerall i_p

Assigned newtotest =

n 1f1 10 per page ¥ | 10 records found

Company Camera
Details
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My company

= e = e Company Manager1 (cm2) @

FoxSec

Administration

Live Video Visitors WebApps

Time zones Permissions Users Cards Lop Location TRA

Login user can update
his company details by
clicking on this button.

Role Management Departments My company

Name  ZEUSADSOLUTIONS

After clicking on this
Add new partner form
will open.

Additional info

Save company info

Add new partner

& Name B Additional info Manager tivne
Partner1 L X
Partner? ’ [~ x
Click on this button if
B8 o you want edit/update
any partner details. 126
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Add new partner

# TEUSADSOLUTIONS =

Mame | Partner 3
Additional info

Manager | Company Managerl ¥

Cancel

After filling details in
form click on Save
button to save partner
details in database.
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Edit partner

Mame | Partnerl

Additional info

Manager | Company Managerl v
Active &

Save Cancel

After filling details in
form click on Save
button to update
partner details in
database.
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Visitor Tab

You can search visitors by

country/ location/ building and
company by clicking on them

Filters tosearch
Visitors

Location

TEA Live Video

Search visitor using
filter Active/Deactivated

Yisitors

Terminals

2

]

]

— ESTOMIA
= Tallinn
-+ Pdrnu mnt. 102

Hardmeier

Test Cards Company

MinuFirmat
test12345

PTTS
zeusadsolutions
ZEUSADSOLUTIONS
test

test1

test1

test1

abc

test

z

Imone 1

jmoné 2

3 aukstas

DOMI

uuuuy

Company

Status
M Show all v

Valid from [+ [T

Valid to [+ [T

Return Date [+ [T

130

BuildIn SuperAdmin (Super Admin) @

Search
VISItOI’S

Add New Visitor

Last Change |4/ [T

=}

A Demo VisA Demo Company 04.01.2019 07:00 04.01.2019 18:00 04.01.2019 07:00 DD
A Demo VisB Demo Company 04.01.2019 07:00 04.01.2019 18:00 04.01.2019 07:00 D
D Mew VisitorE Demo Company 03.01.2019 07:00 03.01.2019 18:00 03.01.2019 16:53 D
D Dema VisitorF Demo Company 03.01.2019 07:00 03.01.2019 18:00 03.01.2019 11:08 D
D Demo VisitorD Demo Company 31.12.2018 07:00 31.12.2018 18:00 31.12.2018 07:00 b
D Demao VisitorE Demo Company 31.12.2018 07:00 31.12.2018 18:00 31.12.2018 07:00 D?
D gh hjhjghjgjej Demo Company 29.12.2018 07:00 30.12.2018 14:15 31.12.2018 14:15 79.12.2018 07:00 =]
D Demo Visitorg Demao Company 29.12.2018 07:00 29.12.2018 18:00 29.12.2018 16:59 D?
D test abed 18.12.2018 07:00 28.12.2018 15:08 29.12.2018 15:08 29.12.2018 15:08 b
D Rah.llShayﬂa lmoné 1 24,12.2018 07:00 28.12.2018 15:08 29.12.2018 15:08 29.12.2018 15:08 E;?
&
N N\ S N\ N N /
Visitor’s p Visitor’s iy % Visitor’s ]
) LA Visitor’s i Visitor’s Visitor’s Edit
Status: Visitor’s Valid . last change A
i Company Valid to card return . Visitor’
Active/ Full Name from date . . date in .
. Name g date time date time details
Deactivated time records




Visitor Tab: Add New Visitor

data/ Personal

Personal




|Visitor tab: Add New Visitor/ Personal data/ Personal .

# Add New Visitor ®

Enter First Name f2 Select company for
Visitor
Enter Last Name
Company | - select - v
Enter Personal First name
Saile Upload foto
Last name
Enter Phone Personal code
. Phone(s)
Enter Email
Email
Enter Car No. Enter
Car N b . . 9 .
ar HumBber Enter Visitor’s Valid comments
Enter Car Car Type To Date Time
Tz — Valid from | 11.01.2020 07:00
Enter Visitor’s Comments
e Valid to | 11.01.2020 18:00
. - /5
Time Permission Name

*Mead Return? .
After clicking on this Joined User Name

O oo " 132

will display.



ﬁisitor tab: Add New Visitor/ Personal data/ Personal/ Join Permission .

Enter text to search... Search
First Hame Last Name Permissions Company
A B DOMI
abc ramola Parnu mnt. 102-2.Grupp 5xx Hardmeier
Demo Useri Demo Permission Demo Company
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isitor tab: Visitor

Enter text to search... Search
First Hame Last Name Permissions Company
A B DOMI
abc ramola Parnu mnt. 102-2.Grupp 5xx Hardmeier
Demo Useri Demo Permission Demo Company
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|Visitor tab: Edit New Visitor/ Personal data/ Personal .

Personal data

Personal Othe
Company
First name
Last name
Personal code
Phone(s)

Email

Car Number 1

Car Type

Valid from

Valid to
Permission Name

Card Need Return?
Return Date

111
05.09.20139 07:00

31.12.2020 23:59

Parnu mnt. 102-2.Grupp Sxx

11.01.2020 07:22

Print Visitor Card Send QR Code Card Back

Capture Photo

Comments

You can see the live video through
connected webcam. Red lines
shows that this are will captured
while clicking on “Capture Photo”
button.

Upload foto

This button is used to
upload photo from
system.

After clicking on “Capture
Photo” button captured image
from video will display on
this box.
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|Visitor tab: Add New Visitor/ Personal data/ Other '

Personal data/ Other

# Demo VisA

Personal data Cards Visitor permission

Personal Othg

|
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Visitor tab: Add New Visitor/ Cards

# Demo VisA

Personal data EIGENN | Visitor permission

Visitor card

Card Type Card Code Validation Status
Proxy card 013+01245 04.01.201% 07:00 - 04.01.2019 18:00 A |
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Visitor tab: Add New Visitor/ Visitor Permission

Personal data Cards Wisitor permission

e
Current user permission group name: PaErnu mnt. 102-2. Grupp 5xx
s

Joined User Hame: abe ramola

£+ ESTOMIA Allow 1 Allow 2
— Tallinn Mo TuWe Th Fr Sa Su Mo Tu We Th Fr Sa Su
—+ Parnu mnt. 102 24/7T H B R R R
& 00:00 - 18:59 0Q:00 - 18:59

#1 Terminall «
#2 Terminal2
2 &3 Terminald -
—- F2
B Main entry Contr 211 -
#4 Gaten Contr.212.1

#1101 Director 1015 «
S5 o DA D | DD

#1102 Secretary 1025
#1103 Security room 1035
#1104 Room 1045

#1105 Manager 1055
#1106 Storage room 1065
#1107 Server 1075

#1108 Room 1085

HAAMO Do Aannc

Allow 3

Mo TuWe Th Fr 5a Su
I R
23:00 - 01:00

Allow 4

Mo TuWe Th Fr S5a Su
T al a al a a
23:00 - 01:00
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|Visitor tab: Add New Visitor/ Print Visitor Card '

Visitor

Visitor 1
visitor

Vaks fom: 03 1129980700
Vakt 1o 31 122000 1200
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Visitor tab: Add New V|$|tor/ Send QR Code

QR code sent successfully. lica.
— .

[ Personal data Cards Visitor permi
Administration Time 7o
« ESTONIA
Company De

First name De

Last name  Vis

A 140



Visitor tab: Add New Visitor/ Card Back

Company

First name

Lt name
Phona{s)

Email

Car Mumber

Car Type

Vatid from

Valld to
Permission Name
Card Need Hotun!
Raturn Date

Desno Company v
Demo
£ e
Vid
ITEVANTE

pociasingh.cs32@gmal.com

)4.01.2018 07:00
02012015 1800

Farnu mat, 102-2.Grupg Sxx

04.01,2019 14:12

[ sev | don remion | e vitoc Card | Send gt code | Crd tack

» B

After

Company

st name

Laat name
Maonals)

Emedl

Cat Nurrber

Car Type

Valld teom

‘alid to
Permingion Name
Card Hoed Retarn!
Retuem Date

Demo Camgparny v
Deme
Live ¥ "]
Yisa
7789645676

peaiasingh, (392 Sgmall_com |

04.03,2019 07:00

19 14:12

04.0).2019 13:12

-— s P ;n
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Visitor tab: Visitor Form (Read Only)

# Ta Tb (Short VisitorA) »

Company

First name

Last name
Personal code
Card First Name
Card Last Name
Car Number

Valid from

Valid to

Comments

Return Date

ZEUSADSOLUTIONS v

Ta

Tb
43434
Short
Visitora

111

05.09.2019 07:00
31.12.2020 23:59

434343

11.01.2020 13:14

Card Back

Live Video

Capture Photo

Captured Photo

No

Image
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Camera:

Assigned

=

SADSOLUTIONS
Camera: | Assigned
os
Aanigried
Azsigned
3 e

On Clicking this button all checked camera will
be un-assigned from this company

Dropdown list for
Assigned ,
Unassigned camera

4. Toctmine Exit
5. Tootmine Valis
Cammwrag

Assigned Camera




General safety

BASIC SAFETY REQUIREMENTS

Before using this electrical device read all of the safety instructions and device manual and be sure you
understand it clearly. Keep all of the documentation for further use and give it to the next user with the
device.

Warning
Some of the FoxSec devices use mains power 230V/50Hz.

Start of operation

Before plugging in the device check to see that the rated mains voltage and mains frequency, as stated on
the rating label, match with your power supply.
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Environmental
protection

Worn out electrical devices contain considerable amounts of valuable raw and plastic materials,
which can be recycled.

Only for EU countries:

Newer dispose of electrical devices in your household waste! In

ﬁ accordance with European Guideline 2002/96/EC on used electronic

I—

and electric equipment and its implementation in national legal systems,
used electrical devices must be collected separately and handed in for
environmentally compatible recycling.
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Safety precautions

Warning: Read these instructions before use. Pay special attention to the safety information.

These instructions are intended for persons having a basic technical knowledge of the operation of electrical devices such as the one described herein. If
you have no experience whatsoever with such devices, we strongly recommend that you seek the advice of an experienced person.

Installation and maintenance works can be done only by qualified personnel

Check general requirements.

Keep devices area tidy.

Consider environmental conditions. Do not expose the machine to rain. Do not leave device in damp or wet environment.

Do not use the device near inflammable liquids or gases.

Risk of electric shock! Prevent body contact with earthed objects such as radiators, pipes, cooking stoves or refrigerators when operating with this
device

If the device is not in use store it in a cool dry place away of reach of children.

Do not overload device. It will work safely and perfectly in stated limits.

Do not use the mains cable for any purpose it is not intended for.

Disconnect power before servicing.

Disconnect power if it is not inuse.

Use only special installation box and cables for installing the device into outdoor conditions

Be alert. Know what you are doing. Set out to work with reason. Do not operate device while under the influence of drugs, alcohol or medication!
Before using the device check that it is not broken in any way. In case of discovering a defect on the device, let it check by authorized personnel only.
All devices must be installed only places that have enough space to worknormally.

Use only those additional devices mentioned in this manual. If using other kind of additional devices, main device may not work properly or even broke
the device.

Let the device maintenance be done by authorized personnel only. 146



Limited Warranty

Hardmeier OU ("Hardmeier") warrants that the electronical component(s) sold by Hardmeier, or by either a distributor or stocking representative franchised by Hardmeier to sell
electronical component(s) manufactured by Hardmeier (the "Electronical Component(s)™), are free from Manufacturing Defects (as defined and as determined below) for a period of one
(1) year from the date of sale to the customer, subject to and on the terms and conditions set forth in this Limited Warranty.

Hardmeier will remedy and correct any "Manufacturing Defects," with respect to the Electronical Component(s), during the one (1) year Limited Warranty period, by, at Hardmeier's sole
option replacing, at Hardmeier's cost and expense, the Electronical Component(s) with the same or substantially-similar specifications, provided that (in addition to any other requirements
or provisions of this Limited Warranty), the customer returns, with all shipping costs pre-paid at the customer's sole expense, the Electronical Component(s) that the customer claims are
subject to any Manufacturing Defects according to Hardmeier's Returned Merchandise Authorization procedures, as they may exist from time-to-time.

Hardmeier is the only party authorized to remedy and correct any Manufacturing Defects as provided by this Limited Warranty, and this Limited Warranty does not apply to replacements
of Electronical Component(s), or any other corrective or remedial action with respect to the Electronical Component(s), made by any other party.

Definition of ""Manufacturing Defects™ "Manufacturing Defects" means Hardmeier verified problems or defects resulting from the manufacture, materials, or workmanship of the
Electronical Component(s) by Hardmeier that render(s) the Electronical Component(s) unable to function in a manner consistent with and according to the specifications provided by
and/or defined by Hardmeier that are applicable to the Electronical Component(s). Furthermore, Hardmeier specifically reserves the right to: (a) determine, in its sole, absolute discretion,
whether a "Manufacturing Defect(s)" exists; and (b) decline any claim under this Limited Warranty with respect to an Electronical component that Hardmeier can not verify, in its sole,
absolute discretion, was sold to the Limited Warranty claimant either directly by Hardmeier or though a franchised Hardmeier distributor or stocking representative. Notwithstanding the
foregoing, and without limiting the foregoing, "Manufacturing Defects” are NOT unconfirmed defects or problems caused by modifications to, or work performed on, the Electronical
Components by any party after the sale of the Electronical Components by Hardmeier. In addition, "Manufacturing Defects" are NOT unconfirmed defects or problems caused by
utilization of the Electronical Components in a manner inconsistent with the specifications provided and/or defined by Hardmeier that are applicable to the Electronical Component(s), or
in any unreasonable manner. Hardmeier reserves the right to void this Limited Warranty, and shall not be obligated to make any replacements or credits of the Credit Amount with respect
to the Electronical Component(s) in event that work is performed on the Electronical Component(s) by any party after the sale of the Electronic Components by Hardmeier, or if the
Electronical Component(s) are used in a manner inconsistent with the specifications provided and/or defined by Hardmeier that are applicable to the Electronical Component(s), or are used
in an unreasonable manner.

EXCEPT AS SET FORTH IN THIS LIMITED WARRANTY, HARDMEIER MAKES NO OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED. FURTHERMORE,
HARDMEIER SHALL NOT BE LIABLE FOR ANY DAMAGES (WHETHER CONSEQUENTIAL, INCIDENTAL OR OTHERWISE) FOR ANY BREACH OF THIS LIMITED
WARRANTY, EXCEPT FOR HARDMEIER OBLIGATIONS TO REPLACE THE ELECTRONICAL COMPONENT(S), AS ELECTED BY HARDMEIER AT HARDMEIER SOLE
OPTION, AND AS MORE PARTICULARLY PROVIDED BY THIS LIMITED WARRANTY, AND SUCH REPLACEMENTS, AS THE CASE MAY BE, SHALL BE THE SOLE
REMEDY FOR ANY SUCH BREACH BY HARDMEIER OF THIS LIMITED WARRANTY.
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